NHPOPMALIMOHHAA ITAMSATKA
JJIA OBYYAIOIHIUXCA JJIA PASMEIIEHUSA
HA OPNINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXJIbIM T'OJOM MOJIOACKHN B MHTCPHETC CTAHOBUTLCA 6OJIBHIC, a IIKOJIBHUKH
OJHHU M3 CaMbIX aKTHBHBIX MOJIb30BaTEeIICH PYHCTa. MC}KI[y TEM, IIOMHMO
OTPOMHOT'O KOJHUYCCTBA BOBMO}KHOCTCﬁ, HHTCPHCT HCECECT U HpO6JICMLI. Ota
IHaMsATKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxXOoJUTHCA B CCTH.

KoMmnbrorepubie BUpYChI

KOMITBIOTEpHBIE BHUPYC - 53TO Pa3HOBHJHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYHUTEIIFHOM 0COOCHHOCTBIO KOTOPOM SIBIISICTCS CITIOCOOHOCTH K Pa3MHOXKCHHIO.
B nomonxeHne K 3TOMY, BUPYCHI MOTYT IOBPEIUTH MIIN IOJHOCTHIO YHUYTOKUTH
Bce (haliibl U JJaHHBIC, IIOJKOHTPOIBHBIC TTOJIH30BATEINI0, OT UMEHH KOTOPOTo ObllIa
3amyIIeHa 3apaKeHHas IMporpaMMa, a Tak)Ke IMOBPEINUTh HIIM JTaKe YHHUYTOXKHUTH
OTIEPAIMOHHYIO CHCTEMY CO BceMH (haiiylaMH B 1IeJIOM. B OOJBIIMHCTBE ClydacB
pPacpOCTPaHSIIOTCS BUPYCHI UepPe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX IPOrPaMM:

1. Mcnonb3yii COBpEMEHHbBIE OIEpAlMOHHbIE CHCTEMbl, MMEIOIINE CEPhE3HbIN
YPOBEHb 3aIIUThl OT BPEIOHOCHBIX MPOTPaAMM;

2. TloctosmHO ycTaHaBnuBaii madth (IUGPOBBIC  3alIaTKA, KOTOPBIC
ABTOMATHUYECKH YCTAHABIHMBAIOTCS C IEIBI0 TOPAOOTKHA MPOTPaMMBbI) U JIPYTHUE
OOHOBJIICHUSI CBOEH ONepamuoHHOM cucTemMbl. CkaumBailiT HMX TOJIBKO C
odpurmanpbHOoro  caiita paspabotumka OC. Eciam  cymecTByeT — pexuMm
aBTOMATHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIbIOTEpE IO/ MpaBamMH I[OJIb30OBATENsl, a He
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIUHCTBY BPEIOHOCHBIX IPOTpaMM
MHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBUPYCHbIE  MPOTPAMMHBIE  MPOJYKTHI  H3BECTHBIX
IPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBJIIEHHUEM 0a3;

5. Orpanuupb pU3NUECKH JOCTYI K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Ucnonp3yil BHELIHUE HOCHUTENM MH(OpMANUU, Takue Kak (ienika, JUCK WU
Gbaiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHbIE (Halijbl, TOJTYYEHHbIE W3 HEHAJEKHBIX
MCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIEe MpHCTaT TBOK 3HAKOMBIN. Jlydille yTouHu
y HEro, OTIIPaBJISLI JId OH TeOe uX.

Cern WI-FI

Wi-Fi - 3170 He BuJ nepenauyu JAaHHBIX, HE TEXHOJIOTHS, @ BCEro JMIb OpeHi,
mapka. Eme B 1991 roay HuaepiaHIckass KOMIAHUS 3aperucTpupoBaja OpeH.



"WECA", uro o6o3navanio cioBocoueranue "Wireless Fidelity", kotopsrit
NEePEeBOIUTCS Kak "0ecripOBOAHASI TOUHOCTD'.

Jlo Hamiero BpeMeHM JAolia Apyras a00peBuaTypa, KOTopas SBIISIETCS TaKOW Ke
TexHosoruen. Ito abopeuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM
Ha CTaHJIapT BbIcHied 3ByKoBoW TexHuku Hi-Fi, yro B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB .

Jla, OecruraTHBIM WHTEPHET-IOCTYH B Kade, OTCISIX U a’poIopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEepThI CUMTAIOT,
yT0 obmeaoctynHbsie Wi-Fi ceTu He sBIsitoTcst 0€301acHbIMU.

CoseTtsl 110 0e30macHOCTH PadoThI B 0011e10CTYNHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro JMuHYI0 HHpOpMaIuio yepe3 oomenoctynubie Wi-Fi cern.
Paborass B HUX, jKeJaTebHO HE BBOJIWUTH MApOJH JOCTYIA, JIOTMHBI M KaKHE-TO
HOMeEpa,;

2. VUcnionw3yii 1 0OHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHaMayep. Tem cambiM
ThI 00€30MacuIIb ce0sl OT 3aKaUKH BUPyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonw3oBanur Wi-Fi otkmroun dyukiuo "OO0muil qoctyn K daitiam u
npuntepam". JlanHas (yHKIMS 3aKphiTa MO YMOJTYAaHHIO, OJHAKO HEKOTOPHIC
MOJIB30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUS B paboTe min y4eoe;

4. He ucnonb3yit myoauunsii WI-FI nis nmepenaum JTUUYHBIX JAHHBIX, HApUMED
JUIS1 BBIXO/IA B COLIMAJIBHBIE CETU UJIU B AJIEKTPOHHYIO MOYTY;

5. WUcnonw3yi Tosibko 3amuineHHoe coeauHenue uepe3 HTTPS, a ne HTTP, t.e.
npu Habope BeO-aapeca BBOAU uMeHHO "https://";

6. B MoOunpHOM Tenedone otkiaoun ¢yHknuio "llogkmoyenne k  Wi-Fi
aBTomatnyecku'". He momyckaii aBTOMAaTWYeCKOTO MOIKIIOYCHHSI YCTPONCTBA K
cersiMm Wi-Fi 6e3 TBoero cornacusi.

CounuajbHble CeTH

ConmalibHBIE CETH aKTUBHO BXOJAT B HAIly KW3Hb, MHOTHE JIIOJM PabOTaOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MHILIHAP]] YETIOBEK,
YTO SIBJISICTCSI OJHOM CEIbMOM BCEX JKUTEJICH IIaHeThl. MHOTHe MoJIb30BaTean HE
MMOHUMAIOT, YTO WH(OpMamus, pa3MeIieHHAs MMH B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJ€HA W HCIOJH30BaHA KEM YIOJHO, B TOM YHCIIE HE 00S3aTelIbHO C
0JIaruMU HaMEPEHUSIMHU.

OcHoBHbBbIE COBETHI 10 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpannyb cnucok Apy3eil. Y TeOsi B Apy3bsiX HE JOKHO OBbITh CIyYalHBIX U
HE3HAKOMBIX JIFO/ICH;



2. 3ammuiail cBol 4YacTHyr0 >ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W JPYTYIO JTUYHYI0 HHPOPMAIUIO. 3JI0YyMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jaxe HWHOOPMAIMI0O O TOM, KaK Thl WU TBOHM POAUTEIN
MJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumiail cBOKO pemyTaluio - JepKH €e B YUCTOTe W 3amaBail cebe Bompoc:
XO0Tesn Obl Thl, YTOOBI JPyrHe IOJb30BAaTEIM BUAEIU, YTO Thl 3arpyxaelib?
[Tomymaii, mpesxie 4eM 4To-TO OIyOJIMKOBATh, HAMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOPHWINB C JIOABMHU, KOTOPBIX HE 3HACIIh, HE HCIOJB3YH CBOE
peasibHOE UMS U IPYTYIO JUIHYI0 HHPOPMAIMHU: UMS, MECTO JKUTEIhCTBA, MECTO
y4eObl U MpoYee;

5. Wsberaii pasmemenus ¢dororpaduii B MHTEpHETE, THEe ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIPEICIUTh TBOE MECTOIIOJIOKEHHE;

6. HpI/I perucrpaumu B COHH&HBHOﬁ CE€TH HCO6XO,III/IMO HCITIOJIB30BATh CJIOKHBIC
napoJi, COCTOAIMNEC 13 6YKB 141 III/I(I)p N C KOJIMYECCTBOM 3HAKOB HE MCHEC 8,

7. ns comumanbHONW CETH, MOYTHI M APYTHX CAWTOB HEOOXOIUMO HCITOJIB30BATh
pasHbie maposm. Torma ecnu TeOS B3JIOMAKOT, TO 3JIOYMBINUICHHUKHA TOJTydYaT
JOCTYM TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBbIE JeHbIH

OJIEKTPOHHBIE JEHBI'M - O5TO OYEHb YJIOOHBIM CIOCOO TIUIATEXKEH, OHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTST MOJYYUTh ITH JACHBIH.

3H€KTpOHHBIe ACHBI'M IIOABUJIMCH COBCEM HEIABHO WM HMMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyAapCTBax J0 CUX IMOP HC IMPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ke oHM (QYHKIMOHUPYIOT MU O HHUX YK€ MPOIMUCAHO B 3aKOHE, IIe MX
pa3zensoT Ha HECKOJIbKO BHIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pemiacTcss IMPOBOJIUTH ONepanuu 0e3
UISHTH(PUKAITNY [T0JIH30BaTENs, 2 B HCAHOHUMHBIX MJISHTH(UKAIUS TI0JIb30BaTEIIS
SIBIISIETCS 00S3aTEIHHOM.

Taxke cienyeT  pasnuyarb — AJEKTPOHHbIE  (QuUaTHBIE  JACHBI'M  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbIE He(dUATHbIE JEHBI'M (HE pPaBHbBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 110 0€30MACHOM padoTe ¢ ITEKTPOHHBIMU ICHbIAMMU:

1. IlpuBsiku K cyeTy MOOWIBHBIN TenedoH. DTO camblil yIO0OHBIM U OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBsi3aHHBIN TeleQOoH MOMOXKET, ecliu
3a0yenib CBOM IIATeXKHBIM Maposib WM 3aijiellb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA;



2. Hcnonb3yit opHopazoBble maponu. Ilocie mnepexoga Ha YCHIIEHHYIO
aBTOpM3aIMio Tebe yke He OyJeT yrpo’kaTh OMACHOCTh KPakKH WJIM TepexBaTa
MJIATEAKHOTO MapOJIs;

3. BeiGepu cioxHbIi apoib. [IpectynHukam OyneT He MPOCTO yraiaTh CIOKHBIHN
napoib. HajnexxHple mapoiu - 3To mapoiii, KOTOPbIE COJepKaT HE MeHee 8 3HAKOB
¥ BKJIIOYAIOT B Ce0Sl CTPOYHBIE M MPOMHCHBbIE OYKBBI, HUPPHI U HECKOJIBKO
CHMBOJIOB, TaKMe€ KakK 3HaK aoiuiapa, (yHTa, BOCKIUIATEILHBIA 3HAK M T.II
Hanpuwmep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JJAaHHBIE HA CaliTaX, KOTOPHIM HE 10BEPSEIIb.
JIEKTPOHHASI I0YTA

DNEeKTpOHHasi IMOoYTa - 3TO TEXHOJOTHUS U TMPEJOCTABISIEMbIE €10 YCIYrd MO
NEPECHUIKE U MOJYUYEHHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE paCIPEESIOTCS B
KOMITbIOTEPHOU ceTH. (OOBIUHO SJIEKTPOHHBIA TOYTOBBIM SIIUK BBITJISAIAT
CJeIyIOIIMM 00pa3oM: UMs_TIOJIb30BaTeNsI(@uMs_oMeHa. Takke KpoMe repeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOXKHOCTh Mepe1aBaTh (pailiibl.

OcHOBHBIE COBETHI 110 0€30MACHOI padoTe ¢ 3JIeKTPOHHOM NMOYTOi:

1. Hamo BeIOpaTh mpaBUJIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OIPOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIle TOBEPATH TEM, KOTO
3HACUIb U KTO IIEPBbIM B PEUTHHTIE;

2. He yxa3piBaii B IMYHOW moute JUYHYH0 HHpopmanuio. Hanpumep, myudie
BBIOpaTh "My3bIKabHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Ucnonp3yil ABYXATAlHYK aBTOPU3AIIMIO. JTO KOTJa MOMHUMO MapoJs HYKHO
BBOJIUTH KOJI, IpUChUIaeMblil 1o SMS;

4. Boibepu ClI0KHBINA Maposib. JJis Kaka0ro NOYTOBOTO SIIUKA TOHKEH ObITh CBOU
HAJICKHbIM, YCTOWYMBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTh BO3MOXKHOCTh HAalMCaTh CAMOMY CBOW JIMYHBIM BOIIPOC, UCIOJIB3YH
3Ty BO3MOXHOCTb;

6. Mcnosib3yil HECKOJIKO MOYTOBBIX SIIIUKOB. [IepBbIil 111 4aCTHOW MEPENUCKU C
ajpecaTaMy, KOTOPBIM Thl JIOBEpsACIllb. JTO SJIEKTPOHHBIM aapec HE Haao
WCITIOJIB30BATh TIPH PErUCTpalny Ha (popymax U canTax;

7. He oTkpbiBaii (aitibl U Apyrue BIOKEHUS B MUChbMax, TaKe €CJIM OHU MPUIILIN
OT TBOUX Jpy3ei. JIyunie yrouHu y HUX, OTHPABIISUIN JIU OHU Te€OE 3TU (Pailiibl;

8. ITocre okoHUaHMs pabOTHl HA TIOYTOBOM CEPBUCE TIEPE 3aKPHITHEM BKJIAIKH C
caiiToM He 3a0y/1b HakaTh Ha "BeiiTu".

Ku0epOy/lsIMHI WM BUPTyaJIbHOE U3/1eBATEeIbCTBO



KubepOyumiHr - mpeciieloBaHUE COOOIICHUSMH, COACPKAIIMMHU OCKOpPOJIEHUS,
arpeccuro, 3aryTruBaHue; XyJUTaHCTBO; COITMATbHOE OONKOTHPOBAHHUE C TIOMOIIIHIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KNOEePOYJIJINMHIOM:

1. He Gpocaiics B 60ii. Jlydmmii croco0: mMOCOBETOBATHCS Kak ceOsl BECTH M, €CIIH
HET TOTO, K KOMY MOKHO OOpaTHUTHCS, TO BHAYAJIEC YCIIOKOUTHCS. ECIM ThI HAYHEIIIb
OTBEUYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO eIle OOJIbIIe Pa30KKelllb
KOH(JIUKT;

2. Ynpagisi cBoer kubeppenyTaiuei;

3. AHOHMMHOCTh B CETU MHHMMas. CYH_IGCTBYI-OT CITOCOOBI BBISICHUTL, KTO CTOUT 34
AHOHUMHBIM aKKayYHTOM;

4. He crouT BecTHM XyJWUTAaHCKUW oO0Opa3 BUPTyadbHOW Ku3HU. VHTEpHET
(dbuKCUpyeT BCE TBOM NEWUCTBHS W COXPAaHSIET UX. YJAIUTh WX Oynmer KpaiiHe
3aTPYyIHUTEIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupy#i enuandHbI HeraTuB. OQHOPA30BbIE OCKOPOUTEILHBIE COOOIICHUS
JydIie UrHOpupoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha HadaabHOW CTalNuu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOUICHUSIMH, B
COIIMABHBIX CETAX €CTh BO3MOXXHOCTH OJIOKMPOBKM OTIIPABKH COOOIICHUH C
ONPE/ICIICHHBIX aJIPECOB;

8. Ecimu Th1 cBuperenb kuOepOysuimHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npecienoBaTeis, Moka3arb €My, 4TO €ro JACHCTBUS OIEHUBAIOTCS HETraTUBHO,
NOJAJIepXKaTh KEPTBY, KOTOPOM HYKHA IICHXOJOTHYECKAs] MOMOIlb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO TTOBEICHUS B CETH.

MoOuabHbIi TesieoH

CoBpeMeHHbIe cMapT(HOHBI W TUIAHILIETHI COAEpXaT B ce0e BIOJIHE B3POCIHbIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHpPOBaThH CO CTAIl[MOHAPHBIMU
KoMIibroTepamMu. OHAKO, CPECTB 3aIUTHI I TTOT00HBIX YCTPOUCTB MOKAa OYEHb
Masio. TecTWpoBaHWE W TOUCK YSI3BUMOCTEd B HHUX MPOUCXOJUT HE TakK
uHTEeHCUBHO, Kak miis [1K, To ke camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAIM HACTOJIbHbBIE
aHaJOr¥, OJHAKO pacupeHue (yHKIMOHAJa BIEYET 3a COo0O0iM OOJIbIIYIO
CJI0’KHOCTh M MEHBIIYIO 3alUIIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAMUTCIM BBIITYCKArOT O6HOBJI€HI/IH, 3daKPbIBAIOIINUC
KPUTHUYCCKUC YA3BUMOCTHU AJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO Tese(oHa:



Huuero He siBnsieTcst mo-HacrosueMy OecriiaTHeIM. Byb ocToposkeH, Beab Kornaa
Tebe mpenaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHEe-TO
IJIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaBuTh SMS, dhoTo win Buieo. Tl TOUHO 3HACIb, TJIC
OHM OyAyT B KOHEUHOM UTOTrE?

Heo6xoammo 0OHOBIATH ONIEPAIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;
Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUISI MOOMITBHBIX TeJIe(hOHOB;

He 3arpyxail npuiioxeHUs OT HEHU3BECTHOTO MCTOYHHMKA, BEAb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIIeUEHUE;

[Tocse Toro Kak Thl BBIWCIIL C CaliTa, IJI€ BBOAMII JIMYHYIO HHPOPMAILINIO, 3ai/11 B
HACTPOUKH Opay3epa u yaanu cookies;

[lepuonuuecku mpoBEpsiii, KakuWe IUIATHBIE YCIYyTd AaKTUBUPOBAHBI Ha TBOEM
HOMEDE;

JlaBaii cBOI1 HOMEP MOOMIILHOTO Tene(hoHa TOIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEPSICIIIb;

Bluetooth nopkeH ObITH BBIKIIHOUYEH, KOTa Thl UM HE TOJIb3yenibes. He 3a0biBait
MHOTJIa POBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UTPBl - 3TO KPAaCOYHBIE, 3aXBaTHIBAIOIIME Pa3BICUCHHUS,
Oo0BEAMHSIONINE COTHU THICSIY YeNOBEK MO BceMmy Mupy. Mrpoku wuccnemyror
JaHHBIA UM MUD, OOIIAIOTCA IPYT C APYTOM, BBIMIOJHSIOT 33/1aHUS, CPAKAIOTCA C
MOHCTpPaMH M MOJIy4alOT ONBIT. 3a yIOBOJBCTBUE OHM IUJIATAT: MOKYMHArOT JIUCK,
OIJIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce st cpenctBa uayT Ha MoOJAEp)KaHUE M PAa3BUTHUE WUIPhI, a TAKXKE HA CaMmy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBbBIE
naTyu (LU@pOoBbIE 3aMIATKU JUIsl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1momo0HBIX Urpax CTOUT OIacaTtbCs HE CTOJNBKO CBOUX CONEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AILMU OOJILITUHCTBA
urp.

OcHoBHbBIE COBETHI 110 0€30MaCHOCTH TBOEIo HUI'POBOI0 aKKayHTa:

1. Ecnu apyroii urpok BejeT cels IUIOXO WM co3JaeT Tede HENmpHUsITHOCTH,
3a0JIOKUPYH €0 B CIIUCKE UTPOKOB;

2. Tloxanyiicss aaMUHUCTpATOpaM WIphl HA IJIOXO€ IOBEICHUE 3TOr0 MUIPOKa,
YKETATEIbHO MPUIOKUTh KAaKUE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3spiBaii inuHyo nHhOpMaIuio B podaiisie urpsi;



4. YBaxaii Ipyrux y4aCTHUKOB I10 UTPE;
5. He ycranaBnuBait HeouimaabHble MaTYX U MOJIBI;
6. Mcnosib3yi#i CHOKHBIE U Pa3HbIE MAPOJIH;

7. Jdaxe BO BpeMs Urpbl HE CTOUT OTKJIFOUATh aHTUBUPYC. [oka ThI urpaeib, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

@OUINUHT WA Kpaxka JUYHbIX JAHHbIX

OOBIYHOM Kpaxkel JIEHEeT M JOKYMEHTOB CEroJiHs y>K€ HUKOTO HE YJIUBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUM 3JI0YMBINIJICHHUKUA TIEPEMECTUIINCH B HHTEPHET,
U TIPOJIOJIKAIOT 3aHUMAThCS ""TFOOUMBIM" IEIOM.

Tak mosiBUIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA MWW (DUIIMHT, TIaBHAS
IeJdb  KOTOPOTO  COCTOMT B  TOJYYeHHWHW  KOH(DHMIEHIMANBHBIX  JTaHHBIX
MOJIb30BaTeNIe - JOTMHOB U mapoJsieid. Ha anrmuiickom si3bike phishing yuraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHoBHBIE COBeTHI 110 00pbLOeE ¢ PUIIUHTOM:

1. Cnenau 3a cBOoMM akkayHTOM. Eciu Thl mojgo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMPOBATH €€ U COOOILIUTh aJIMUHUCTPATOPaAM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yit Oe3omacHbie BeO-CaWThl, B TOM YHCIE, WHTEPHET-Mara3uHoB W
ITOMCKOBBIX CHCTEM;

3. Vcnone3yii cliokHbIC U pa3Hble apoiu. Takum oOpazoM, eciu Te0st B3IOMAIOT,
TO 3JI0YMBIIUIEHHUKH TOTyYaT JOCTYII TOJBKO K OJJHOMY TBOEMY TTPO(IITIO B CETH,
a HE KO BCEM;

4. Ecim Tebs B3JIOMaJId, TO HCO6XO,III/IMO npeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KOTOpPbIC ,Z[O6aBJ'ICHBI y TeOS B APY3bigX, O TOM, 4TO TeOsT B3JIOMaIn H, BO3MOZKHO,
OT TBOCTO UMCHHU 6y,Z[CT pacCblIaThCA CIlaM U CCBLJIKHM Ha (I)I/IIHI/IHFOBBIC CaﬁTBI;

5. YcranoBu HaaexHsbii napois (PIN) Ha MOOMIIBbHBIHN TenedoH;
6. OTKIIIOYHM cOXpaHeHue Mapos B Opays3epe;

7. He oTkpbiBail (aitibl U Apyrue BIOKEHUS B MMUChbMax, TaKe €CJIM OHU MPUIILIN
OT TBOUX Jpy3ei. JIyunie yrouHu y HUX, OTIPABIISUIN JIUM OHU TeOe 3TH (ailiibl.

Hugposas penyrauus

[MudpoBas pernyTaiusi - 370 HEraTUBHAS WM MO3UTHBHAS MHPOpPMaLUS B CETU O
tebe. Kommpomerupyromas uHbopmaiusi, pa3sMelieHHass B HHTEPHETE, MOXKET
CEephE3HBIM 00pa3oM OTpa3uTbCcid Ha TBOeW peanbHOM ku3HU. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPbIH (opMUpyeTcsl U3 UHPopMaluu o Tede B
UHTEpHETE.



TBoe MecTo KHUTEIbCTBA, yueObl, TBOE (PUHAHCOBOE MOJOKEHUE, OCOOEHHOCTH
XapakTepa 1 paccKasbl O OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue TmOAPOCTKM JIETKOMBICJIEHHO OTHOCATCA K NyONUKAalMK JIMYHOU
uHdopmanuu B MHTEepHETE, HE MOHUMAas BO3MOXHBIX mocieAcTBUi. Thl naxke He
CMOJKeIllb JIOTaaThcs 0 TOM, YyTo QoTorpadus, pa3mMelieHHas 5 JeT Ha3aj, cTaja
NPUYUHON OTKA3a MPUHATH T€Os HA padoTy.

KommenTapuu, pasmemienne TBoux ¢Gortorpaduil u Apyrue AEHCTBUS MOTYT HE
VCUE3HYTh JAXKE IOCIE TOr0, KaK Thl X yAAIWIIb. Tbl HE 3HACIIb, KTO COXPAHUI
3Ty UH(OpMaIIHIO, MoNaja Jid OHa B IOUCKOBBIE CUCTEMbI U COXPaHWIACh JIK OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKPYKAIOIIHME JIFOAHM, KOTOPhle HAUAYT U YBUJIAT
sT0. Haiitn uHpopManno MHOTO JIET CIYCTs CMOXKET J000# - Kak U3 J00phIX
noOyXJAeHU, TaK U C HAMEPEHHEM MPUYUHUTH BpEl. ITO MOXKET OBITh KTO
YTOJIHO.

OcHOBHBIE COBETHI 110 3aIUTe HUPPOBOH penyTaluu:

1. Tloxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U NiepeaBath y ceOsi B OJiore uiu B
COLIMAJIbHOM CEeTH;

2. B HacTpoiikax npodusis yCTaHOBHA OTPAaHUYEHUSI Ha TPOCMOTP TBOETO MPOdUIs
M €T0 COAEPKUMOTO, CAETIal ero ToIbKo "1y npy3eit'”;

3. He pa3memaii m He yka3piBall WH(MOpMAIUiO, KOTOpass MOXKET KOro-arndo
OCKOPOJISTH WA OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJIBHUKU - aKTUBHBIE MOJIB30BATENU IIU(PPOBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO TMOJIb30BAaHHME MHOTMMU BO3MOXXKHOCTSIMHU
mubpoBoro mupa TpedyeT COONIOJeHUsT TMpaB Ha  HHTEUIEKTyaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHAsI COOCTBEHHOCTh'" OTHOCUTCS K Pa3TUYHBIM TBOPEHUSM
YEJI0BEUECKOr0 yMa, HauyMHasi ¢ HOBBIX M300PETEHHI M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaHYMBas KHUTaMH, GoTorpadusiMu,
KHHO(DHIIEMaMH ¥ My3bIKQJIBHBIMU TTPOU3BEICHUSMH.

ABTOpcKHME IpaBa - ATO IpaBa HAa MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKHU, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOrO, YTO HMHTEJUIEKTYyaJIbHbBII/TBOPUYECKUI TPYyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ylbTaTax CBOETO TpPyJAd, MOJIYYUTh H3BECTHOCTh W mnpusHaHue. Hukro 0Oe3
paspelIeHuss aBTOpa HE  MOXET BOCHPOM3BOJWTH €0  IPOU3BEICHMUE,
pacmpocTpaHsiTh, MyOJIWYHO JIEMOHCTPUPOBATh, MPOJABaTh, HMIIOPTHPOBATH,
nycKaTh B MPOKAaT, MyOJIMYHO HCHOJHSATH, MMOKa3bIBATH/UCIONHATh B duUpe wiu
pasmemats B MHTEpHETE.



Hcnonb3oBanre "MUpaTCKOro" MporpaMMHOIO OOECIEUYeHHUS MOXKET MPUBECTH K
MHOTHUM PHCKaM: OT IIOTE€PH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TA€ YCTAHOBJICHA HeJIerajdbHas mporpamma. He crtouT Takke
3a0bIBaTh, YTO CYIICCTBYIOT JICTaJdbHbIE M OCCIUIATHBIC MPOrpaMMBI, KOTOPHIC
MO>KHO HAaWTH B CETH.

O noprase

CereBUUOK.p( - TBOW TJIAaBHBIM COBETYHK B CETH. 371€Ch Thl MOMKEIIh Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM $I3IKOM, a NP BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPaskIaHUHOM!



